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Detection of FDIA in Smart Grid Based on Maximum Likelihood
WU Minghut, GAO Wengen, HUA Feng, MU Shaopeng

(Key Laboratory of Detection Technology and Energy Saving Devices of Anhui Province,
Anhui Polytechnic University, Wuhu 241000, China)

Abstract: The normal operation of smart grid depends on the state estimation that accurately reflects the
physical characteristics of power grid. Aiming at the problem that false data injection attack (FDIA) tampers with
the state estimation results by injecting malicious data into the power system measurement unit, a power grid
FDIA detection method based on maximum likelihood estimation (MLE) has been proposed, which improves the
accuracy of state estimation results. Firstly, based on the characteristics that smart grid measurement vector and
FDIA attack vector obey multivariate Gaussian distribution with different covariance, the expectation and
covariance of the measurement data are obtained by the MLE algorithm, and whether there is false measurement
data is judged according to the covariance. Secondly, if the data is normal, better system state results can be
obtained by using the weighted least square (WLS) algorithm to estimate the state according to the expectation of
the measured data. Finally, the feasibility of the algorithm is proved using the example that is based on the IEEE-14
node system.

Key words: smart grid; state estimation; false data injection attack; attack detection



