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A Novel Image Encryption Algorithm Based on Interference

MA Wenlin'* , ZHANG Gang’, HAN Chao'
(1. School of Electrical Engineering, Anhui Polytechnic University, Wuhu 241000, China; 2. School of Electrical and

Photoelectronic Engineering, West Anhui University, Lu’an 237012, China)

Abstract: Based on the silhouette problem existing in the image decryption of the interference encryption scheme, a
fractional Fourier interference image encryption scheme combining wavelet digital watermark and chaotic sequence was put
forward. Firstly, the information of image to be encrypted can be encoded into two phase-only masks ( POMS) for initial
encryption by fractional Fourier interference. Secondly, using the wavelet digital watermarking theory, the phase masks as a
watermark were embedded in the host images for re-encryption. Finally, the encrypted host images were performed pixel
replacement operation to complete the entire encryption process by chaotic sequence. The encryption scheme can hide the two
POMS obtained by encoding, so illegal user can not obtain the original image silhouette information by using one or two
POMS. The encryption process is simple, and keys have good sensitivity. The last two step encryptions have the randomness
and further improve the security and robustness of the entire encryption system. The simulation results show that the method
is feasible, the image quality ideal and safety is high.

Key words; interference; image encryption; digital watermark ; chaos map; fractional Fourier





