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Two Attack Methods Against the Time Slices

JIANG Haifang", WANG Haipei’ , YANG Wei"
(a. Applied Cryptography Institute; b. School of Information Security Engineering, Chengdu University of Information
Technology, Chengdu 610225, China)

Abstract ; Inserting random time slices in the power curve will cause the power curve unable to be aligned, which resul-
ting in CPA attacking failure. In view of this case, two solutions are put forward; POC and time-frequency conversion. POC
method uses the knowledge of phase to compute the position of power curves” wave peak, the offset between power curves is
obtained. And the power curves are aligned according to the offset. In time-frequency conversion method, the measured pow-
er consumption of time domain is changed to the power consumption of frequency domain by spectrum transform. Taking the
SIC90C58 AD micro controller as hardware simulation platform, SM4 algorithm as the research target, the power curves which
have been inserted with random time slices are dealt by using POC and time-frequency conversion, and disposed with correla-
tion power analysis attacking, the experimental results show: with using of POC method, 197 power traces can successfully
acquire SM4’s first round keys; with using of time-frequency conversion method, 439 power traces can acquire the keys. It is
proved that the POC and time-frequency conversion can successfully attack the time slices.

Key words; correlation power analysis( CPA) ; time slices countermeasure ; time-frequency conversion; POC





